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7.2.1.4.a DDoS Detection and Mitigation Features

Contractor’s Summary description of service: DDoS Detection and Mitigation Featuresand related unsolicited services

Geographic Av ailability: Statewide

Service Limitations and Restrictions N/A

Change Charge Applicability: Change Charge Applicability variesby service and feature code. See Column E for change charge applicability.

A B (& D E F G H I J K
Feature
Restrictions, Non- Monthly Charge
Line Limitations and Recurring Recurring per Delegation
item Contractor's Product Additional Charge Charge/item Unit of change Needed Required or
# Feature Name Identifier Feature Description Information peritem per unit measure peritem (Yes/No) Discretionary
DDoS Detection DDoS Detection and Mitigation Per
1 and Mitigation, 1 — DDS01002 Service asdescribed in Section $0 $2,123.80 Network N/A Yes Required
2GB 7.2.1.3 for1-2 GB of traffic flow.
DDoS Detection DDoS Detection and Mitigation p
2 | and Mitigation, 3 — DDOS3004 Service asdescribed in Section $0 $2,410.80 Netv%rk N/A Yes Required
4GB 7.2.1.3 for 3-4 GB of traffic flow
DDoS Detection DDoS Detection and Mitigation Per
3 and Mitigation, 5 — DDOS5006 Service asdescribed in Section $0 $2,927.40 Network N/A Yes Required
6GB 7.2.1.3 for5-6 GB of traffic flow etwor
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7.2.2.3 Email Monitoring and Scanning Service Features

Contractor’s Summary description of service: Email Monitoring and Scanning Service Featuresand related unsolicited services

Geographic Av ailability: Statewide

Service Limitations and Restrictions N/A

Change Charge Applicability: Change Charge Applicability variesby service and feature code. See Column E for change charge applicability.

A B C D E F G H I J K
Feature
Restrictions, Non- Monthly Charge
Line Limitations and Recurring Recurring per Delegation
item Contractor's Product Additional Charge Charge/item Unit of change Needed Required or

# Feature Name Identifier Feature Description Information peritem per unit measure peritem (Yes/No) Discretionary
Email Monitoring Email managed security services

1 and Scanning EMLMO0049 seat as described in Section $0 $1.95 Seat N/A Yes Required
Service, 1-49 7.2.2.
Email Monitoring Email managed security services

2 and Scanning EMLMO0074 seat as described in Section $0 $1.33 Seat N/A Yes Required
Service, 50-74 7.2.2.
Email Monitoring Email managed security services

3 and Scanning EMLMO0099 seat as described in Section $0 $1.18 Seat N/A Yes Required
Service, 75-99 7.2.2.
Email Monitoring Email managed security services

4 and Scanning EMLMO0500 seat as described in Section $0 $1.05 Seat N/A Yes Required
Service, 100-500 7.2.2.
Email Monitoring Email managed security services

5 and Scanning EMLM1000 seat as described in Section $0 $0.88 Seat N/A Yes Required
Service, 501-1000 7.2.2.
Er%a'slcl\gr?mtﬁ”ng Email managed security services

6 : 9 EMLM1001 seat as described in Section $0 $0.84 Seat N/A Yes Required
Service, 1001 and 7929
above e
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7.2.3.2 Web Security and Filtering Service Features

Contractor’s Summary description of service: Web Security andFiltering Service Featuresand related unsolicited services

Geographic Av ailability: Statewide

Service Limitations and Restrictions N/A

Change Charge Applicability: Change Charge Applicability variesby service and feature code. See applicable service feature code lineitem description ashow thi schange charge appliesby service

and feature.

A B © D E F G H | J K
Feature
Restrictions, Non- Monthly Charge

Line Limitations and Recurring Recurring per Delegation

item Contractor's Product Additional Charge Charge/item Unit of change Needed Required or
# Feature Name Identifier Feature Description Information peritem per unit measure peritem (Yes/No) Discretionary

. Web Security and Filtering
1 Web 'Secunty.and WSFS0000 service as described Section $0 $1.28 Per User $0 Yes Required
Filtering Service 703
Category 7 — Network Based Managed Security Updated 05/11/18 Page 3 of 20




State of California Verizon IFB STPD 12-001-B
Statewide Technology Procurement Division SOW Catalog B

7.2.4.2 Security Information and Event Management (SIEM)

Contractor’s Summary description of service: Security Informationand Event Management (SIEM) and related unsolicited services

Geographic Av ailability: Statewide

Service Limitations and Restrictions N/A

Change Charge Applicability: Change Charge Applicability variesby service and feature code. See Column E for change charge applicability.

A B (& D E F G H I J K
Feature
Restrictions, Non- Monthly Charge
Line Limitationsand | Recurrin Recurring per Delegation
item Contractor's Product Additional g Charge | Charge/item Unit of change Needed Required or
# Feature Name Identifier Feature Description Information peritem per unit measure peritem (Yes/No) Discretionary
SIEM, 1-15 SIEM service asdescribed in Initial .
1 Devices SIEM0015 Section 7.2.4. $0 $1,887.57 Deployment N/A Yes Required
2 Eg&igddi“onaj SIEA0015 Each additional device above 15. $0 $126.53 Device N/A Yes Required
SIEM, 16 -40 SIEM service asdescribed in Initial .
3 Devices SIEM0040 Section 7.2.4. $0 $5,060.94 Deployment N/A Yes Required
4 Es\?ihcgddltlonal SIEA0040 Each additional device above 40. $0 $125.84 Device N/A Yes Required
SIEM, 41 -100 SIEM service as described in Initial .
5 Devices SIEM0100 Section 7.2.4. $0 $12,652.34 Deployment N/A Yes Required
g | Eachadditional SIEA0100 Each additional deviceabove $0 $126.53 Device N/A Yes Required
device 100.
SIEM, 101 - 250 SIEM service as described in Initial :
7 Devices SIEM0250 Section 7.2.4. $0 $31,527.98 Deployment N/A Yes Required
g | Eachadditonal SIEA0250 Each additional deviceabove $0 $126.66 Device N/A Yes Required
device 250.
SIEM, 251 -1000 SIEM service asdescribed in Initial .
9 Devices SIEM1000 Section 7.2 4. $0 $85,276.80 Deployment N/A Yes Required
10 | Eachadditional SIEA1000 Each additional device above $0 $85.19 Device N/A Yes Required
device 1000.
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7.2.4.2 Security Information and Event Management (SIEM)

SIEM, 1001 -2500 SIEM service asdescribed in Initial .
11 Devices SIEM2500 Section 7.2.4. $0 $213,191.99 Deployment N/A Yes Required
12 anh additional SIEA2500 Each additional device above $0 $85.28 Device N/A Yes Required
device 2500.
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7.2.4.2 Security Information and Event Management (SIEM)

Verizon Vulnerability Management (VVM) Serviceisa solution that automates networkauditing and vulnerability management acrossan organization,including networkdiscovery and mapping,
asset management, vulnerability reporting and remediation tracking. Driven by our comprehensive KnowledgeBase of known vulnerabilities, VVM Service enablescost-effective protection against
vulnerabilitieswith one scanner appliance deployed inthe customer environment. The Verizon'sCloud Platform core scanningtechnology isinference-based. It beginsby creating an accurate inventory
of the operating system, protocols, portsand services with an IP Address in the customerenvironment. ThisIP Address inventory isthen used to developed vulnerability expert system specific to the IP
Address, which chooses the appropriate set of vulnerabilitiesto test based on the IP Address profile. The resultisa customized scan of each target. Customer does not needto have an understanding
of the systems on the network or obtain specific credentialsto perform vulnerability scanning. An example isVVM will only launch applicable modulesand specific vulnerability checkson listening
applications(i.e. Microsoft 10 will have only Microsoft 10 vulnerability checksattempted, Apachewill have only Apache vulnerabilitieschecks, etc.). We b Application Scanning isan additional layered on
service feature outside thisbase VVM service.

During a Scan, VVM performsa user configurable TCP, UDP, and RPC port scan followed by a set of modulescalled Service Disco very. Service Discovery takeseach port thatisidentified asopen or
filtered aspart of the port scan modulesand intelligently determinesthe application type, vendor, and version through a co mhbination of banner detection and intelligent active packet/service testing.
VVM Cloud Platform isableto more accurately determine IP addressinventory of what "service" isactually running on a given port.

Anotherfeature of VVM service isVerizon Payment Card Industry Compliance (PCl) which isincluded at no additional charge. PCI Compliance (PCl) module providesorganizationsstoring cardholder
data a cost-effective and highly automated solutionto verify and document compliance with PCI Data Security Standards. T hereportsPCl Compliance scan producesto the customer providesthe tools
necessary to support their PCl compliant environment. Thisprovidesthe customerthe ability to use these reportsavailable wi ththe Verizon PCl scanning service to stay current to identify PCl scanning
compliance (e.g.PCI Data Security Standardsquarterly reviews). Verizon PClI Compliance service isan authorized PCI DSS scanning vendor which can document false positivesand pro vide official
quarterly scanning reports. The PCl module supportssimple PCl workflow to identify gapsin compliance and allow cu stomersto focuson areasto remediate.

The VVM Cloud Platform hasstandard template-driven reportingengine enablescustomersto easily mine scan resultsin a similarway that a SQL report writer queriesa SQL database. Customerhas
the option for standard reporting or customized reportsbased on the customerneedsand limitsof vulnerability scan information collected available on the web based portal interface. Rolesbased
access are available, controlled by the customer, for the flexibility of the acce sslevelsrequiredto get reportinginformation to appropriate personal at no additional charge.

Customermust provide Internet Accessfor scanner appliance collection andreporting viathe web based portal. Verizonwill p rovide unlimited scanning on the number of IP'sin the customersservice
with thisservice. Scans are scheduled via the Verizon Portal on demand orrecurring scheduled. Ad-hoc scansare also apart of good businesspractice to follow-up on vulnerable areasdiscovered to
confirm progressand remediation of issuesfound. The customerwill choose the amount of IP Addressesto have the vulnerability scan service. The customerwould needto order additional quantities,
should they require more IP Addressto be scanned. Verizon will pre-configure the scanner appliance based on the customer service. Customer may also purchase add-on cloud scannerforuse in
Amazon or Microsoft cloud environments. Customerisresponsible forthe installation of the scannerappliance on their network. Additional customerinstallation instructionsare available at
https://www.qualys.com/docs/qualys-scanner-appliance-user-guide.pdf?_ga=1.158192435.887113033.1420830694. Verizon provideson-linetraining via instructor-led lead net-conferencing for tool and
setup of the service. Customeris responsible forall remediation to include: discovering and categorizing assetsfor VVM, schedule sca nning of systemsto detect vulnerabilities, Prioritizing assetsby
businessrisk, Remediating vulnerabilitiesthrough patching software or other methods, Informing the security team, auditors, and management withreports, and continuously repeating these stepsfor
ongoing security.

VVM Customer Care providesthe optionto obtain support servicesfrom Verizon that enable the Customer to optimize their existing VVM service investment and ensure a high level of vulnerability
protection.

The Verizon VVM Customer Care package includes:

. Set-up Assistance. Assist in set-up activitiesfor VVM service after customer hasprovided the necessary informationabout their current environment such as:
o  Names, responsibilitiesand contactinfo of relevant stakeholders

Approximate number of IP addresses to be scanned

Internal and/or external IP addresses

URLs to be scanned

List of Application/s to be scanned

O 0 OO
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In Set-up Assistance, Verizon will, upon request and uponbehalfof the customer, set up the VVM service. Thisactivity isessential to providing the basisof providing Vulnerability Reporting for the
customerenvironment.

. Operational Assistance. Verizonwill perform dutiesand responsibilitiestypically performed by the Customerincluding:

o

Vulnerability Scanning. Verizonwill proactively scan targetsforourcomprehensive KnowledgeBase of known vulnerabilitiesin the Customersenvironment. PerCustomerrequest,
Verizon will review and analyze scan resultspriorto delivery to Customer. Verizonwill regularly perform four distinctty pesof scanning, each of which can be deployed together or
separately:

- P Exte)r/nal scanning - Focuses on assets exposed directly to the Interet. External scanning providesan external attacker'sview of the Customer network perimeterand highlights
the level of riskthe Customeris exposed to from attacks from the Internet.

— Internal scanning - Focuses on the Customer’s internal networkto find vulnerabilitieswithin the enterprise. Thistype of scanning isimportant aslarge number of attacksexploit
weaknesses in the internal hostsonce they gaina foothold in the network.

— Authenticatedscans- Verizon will utilize login credentialsto the assets themselvesto run host-level checkson the targets. Thisform of scanning producesthe most meaningful
results, asitcan find issues such as weak passwords, missing patchesor configurationweaknesses in additionto software vulnerabilities.

—  Policy Scanning Module - If the Customer electsto purchase the optional Verizon Policy Compliance (VPC), Verizon will provide operational assistance and system management
support to enable Customerto utilize thispolicy scanningmodule. The primary purpose of thisCare module isforVerizon to map VPC to the required security standard the
Customerwishesto apply. Verizon can analyze device configurations, web applicationand accesscontrol information from Customer networked devices(IP Address) based on
the VVM scan. Verizon will workwith the Customerto use VPC as a meansto provide proof of compliance demanded by auditors across multiple compliance initiatives. In
addition, Verizonwill support Customer effortsto remediate the compliance gapsand modify/refine policy.

—  Web applicationscanning - Verizon will search for typical vulnerabiliiesin web applicationsthat can be exploited by attackers. Thisform of scanning isespecially useful for
Internet-facing web applications, which are typically constantly under attacks. (Note: thistype of scan is offered only when the Verizon Web Application Scanningmodule is
purchased.)

Verizon will analyze the vulnerabilitiesreported by the scannerand interpret and prioritize based on factorssuch as the severity, availability of exploit code, and businesscriticality of the affected asset.

o

Scanning recurrence (Frequency) — Verizon will workwith Customerto developand execute an appropriate scan schedule.

Monitor compliancy requirements. Verizon willmonitor Customersadherence to applicable compliance requirementsand assist with compliance adherence planning.
Vulnerability remediation and patch management-Verizon will oversee the vulnerability/patch management process, assign vulnerabilitiesto the designated asset ownersfor
remediation, and communicate recommended remediation steps. Verizon’sguidance will adhere to three primary methodsof remediation:

—  Patching: Apply a security patch or software update fromthe vendorto repair the vulnerability.

—  Configurationadjustment: Adjustthe configuration of the software to remove the vulnerability, such aschanging passwords, modify permissionsorchange firewall rules.
—  Software removal: Removingand uninstallingthe vulnerable software to eliminate the vulnerability and the associated risk.

Once the asset owners report that the vulnerability hasbeen remediated acrossthe environment, Verizon will conducta specific verification scan to ensure that the chosen remediation method has

been efficiently implemented and all attack vectorsfor a given vulnerability have been successfully eliminated.

Monitoring andreporting— In addition to scanning for vulnerabilities, Verizon Customer Care staff will monitorthe asset database and associated criticality of data to ensure the
tracking process is providing current and accurate information. Verizonwill provide the Customer a reqular vulnerability re port highlighting the current threatsthe Customerisexposed
to by leveraging resourcesusing the VVM tool service.

Network documentation management — Verizonwill develop and update Network Layout descriptionson a periodic, asneededbasis.

ContinuousImprovement and Knowledge Transfer. Verizon will continuously improve the service based on feedbackfrom the Customer, the results of the vulnerability scansand the
feedbackfrom Key Performance Indicatorsmonitoring. The improvementsmay include changesin the processesor practices, or modification inthe scanning infrastructure or
configuration. Verizon will continually workwith the Customerto build the body of knowledge so that the Customer can achiev e self-sufficiency whendesired.

Verizon VVM Customer Care will also apply to the other modules(such as Verizon Policy Compliance Service and Verizon Web Application Scanning) should they be purchased asadd on optionsto

VVM service.
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7.2.4.2 Security Information and Event Management (SIEM)
A B C D E F G H | J K
Feature
Restrictions, Non- Monthly Charge
Line Limitatonsand | Recurring Recurring per Delegation
item Contractor's Product Additional Charge Charge/item Unit of change Needed Required or
# Feature Name Identifier Feature Description Information peritem per unit measure peritem (Yes/No) Discretionary
13 - VVMS0256 Provide Vulnerability N/A $554.78 Scan Up to N/A Yes Required
\lclulnerablllly <256 ManagementScanning up to 256 IP's
Ipznagement_ 256 IP'sas described above
14 vul bil VVMS0512 Provide Vulnerability N/A $682.92 Scan Up to N/A Yes Required
ulnerability ManagementScanning up to 512 IP's
:\lljlz'asnagement§512 512 IP's as described above
15 vul bili VVMS1024 Provide Vulnerability N/A $1,109.98 Scan Up to N/A Yes Required
|v|u nera Illyt< ManagementScanning up to 1,024 IP's
anagelmen = 1,024 IP'sas described above
1,024 1P's
16 Vulnerabil VVMS1536 Provide Vulnerability N/A $1,707.91 Scan Up to N/A Yes Required
Ml;nzgaer:emk ManagementScanning up to 1,536 IP's
15361P's 1,536 IP'sas described above
17 vul bili VVMS2048 Provide Vulnerability N/A $1,878.73 Scan Up to N7A Yes Required
Ml:a::g;?anlll(%K ManagementScanning up to 2,048 IP
= 2,048 IP' i
2.0481P's ,048 IP'sas described above
18 - VVMS3072 Provide Vulnerability N/A $2,049.57 Scan Up to N/A Yes Required
\l\//Ingggr;ae?rlll%K ManagementScanning up to 3,072 IP's
3.072 IP's = 3,072 IP'sas described above
19 vul bil VVMGO0000 Provide Vulnerability N/A $11,104.16 | Scan Up to N/A Yes Required
M‘;::;r:]gn( ManagementScanning up to 10,000 IP's
10,000 IP's 10,000 IP'sas described above
20 Scanner Appliance VSANOOOO Scanner Appliance Installation $3,000.00 N/A Per N/A Yes Required
Installation providesthe customerto have Appliance

the option for Verizon to install
the scannerappliance inthe
customer environment. This
Scanner Appliance service
installation optionisavailable for
the VVM service or Additional
Scanner Appliance. VVM
Service and Additional Scanner
Appliance have pre-configured
scannerappliance shipped
where the customeris
responsible forinstallation into
their premise environment.
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7.2.4.2 Security Information and Event Management (SIEM)

21

Additional Scanner
Appliance

VASA0000

Additional Scanner Appliance
providesthe customerto have
the option foran additional
scanning appliance deployed in
the customer environment.
Benefitsto additional scanners
include reducing scan timeshy
keeping the scanner appliance
close to the assets, load
sharing, and redundancy for
customerinternal, non-internet
facing assets. Customeris
responsible forthe installation of
the scannerappliance on their
network.

N/A

$213.12

Per
Scanner

N/A

Yes Required

22

Cloud Scanner
Appliance

VASA0001

Cloud Scanner Appliance
providesthe customerthe
option of scanningtheir Amazon
Elastic Compute Cloud or
Microsoft Cloud environment.
Benefit to additional cloud
scannersinclude reaching
elastic cloud environmentsthat
could not be reachedfrom the
customer's enterprise network.
Scanner Appliance Installation
(VSANOO0O0O) can be used
should customerrequire
assistance with installation of
the Cloud Scanner Appliance on
Amazon or Microsoft network.

N/A

$213.12

Per
Scanner

N/A

Yes Required

23

Vulnerability
Management
Customer Care <
5121P's

VMCCO0512

Vulnerability Management
Customer Care to includeup to
512 IP'sas described above.
Monthly effortsnot to exceed 44
hours of activities.

VVM Customer
Care canonly
be ordered with
VVM Service
and notordered
as a standalone
service.

N/7A

$6,945.40

Up to 512
IP's

N/A

Yes Required

24

Vulnerability
Management
Customer Care <
1,536 IP's

VMCC1536

Vulnerability Management
Customer Care to includeup to
1,536 IP'sas described above.
Monthly effortsnot exceed 88
hours of activities.

VVM Customer
Care can only
be ordered with
VVM Service
and not ordered
as a standalone
service.

N/A

$13,890.80

Up to 1,536
IP's

N7A

Yes Required
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7.2.4.2 Security Information and Event Management (SIEM)
25 | Vulnerability VMCC3072 Vulnerability Management VVM Customer N/A $20,836.20 | Up to 3,072 N/A Yes Required
Management Customer Care toincludeupto | Care canonly IP's
Customer Care < 3,072 IP'sas described above. be ordered with
3,072 1P's Monthly effortsnot exceed 132 | VVM Service
hours of activities. and not ordered
as a standalone
service.
26 Vulnerability VVMR0002 Vulnerability Management VVM Customer N/A $27,781.60 Up to N/A Yes Required
Management Customer Care toincludeupto | Care canonly 10,000 IP's
Customer Care < 10,000 IP'sas described above. | be ordered with
10,0001P's Monthly effortsnotexceed 176 | VVM Service
hours of activities. and not ordered
as a standalone
service.

Verizon Security Policy Compliance (VSPC) Serviceisalayeron service to Verizon Vulnerability Management (VVM). VSPC enablesorganizationsto analyze device configurations, web application
and access control information from their networked devices (IP Address) based on the VVM scan. VSPC providesan organization to reducethe riskof internal and external threats, while at the same

time provide proof of compliance demanded by auditorsacross multiple complianceinitiatives. VSPC providesan efficientand automated workflow that allowsIT security and compliance professionals
toinclude:

+ Define policiesthat describe how an organization will provide security and integrity
* Provide proof that the policieshave been operationalized
» Give documented evidence that the organization hasdiscovered and fixed any security policy compliance lapses

VSPC automatically mapsthisinformationto customer’'sinternal security policiesand external regulationsin order to docume ntcompliance. VSPC providesthe ability to report on current compliant
status and remediate the compliance gapsvia the Verizon Portal. VSPC providescompliance posture with internal security and regulatory policiesto include:

* Reported in understandable format, easily accessible by businessstakeholders
» Workflow and exceptionmanagement allows organizationsto easily produce compliance reportsforinternal configurationand regulatory requirements
* Security Policy Controlsare mapped backto commonframeworktemplatesfor standardssuch as CIS, COBIT, FFIEC, HIPAA, ISO 17799, ISO 27001, ITIL, NERC, and NIST 800-53

VSPCisavailable on the Verizon Portal for customerreporting. Customer selectsthe number of IP'sto enroll into VSPC subscription (a subset of the IP subscription for VVM). A standard templateis
then selected forthe VSPC Library, ora custom template can be built to reflect customer own standards. The VSPC module utilized the latest VVM detailed invento ry database to report on level of
compliance usingthe standard or customized templatesavailable on the Verizon Portal. The VSPC reporting system will provide reportsfrom very detailedto high level executive views of compliances
status to support a range of decisionsfrom remediation to boardroom planning. Rolesbased access are available, controlled by the customer, for the flexibility of the accesslevelsrequired to get
reporting information to appropriate personal at no additional charge. Verizon provideson-line training viainstructor lead net conferencing.

27 Verizon Policy VPCS0032 Provide Verizon Policy N/A $170.41 Scan up to N/A Yes Required
Compliance (VPC) Compliance Scanningup to 32 32 IP's
<32IP's IP's as described above.

28 | Verizon Policy VPCS0064 Provide Verizon Policy N/A $213.12 Scan up to N/A Yes Required
Compliance (VPC) Compliance Scanningup to 64 64 IP's
<641P's IP's as described above.

29 Verizon Policy VPCS0128 Provide Verizon Policy N/A $341.24 Scan up to N7A Yes Required
Compliance (VPC) Compliance Scanningup to 128 128 IP's
< 128IP's IP'sas described above.
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30 | Verizon Policy VPCS0256 Provide Verizon Policy N/A $682.91 Scan up to N/A Yes Required
Compliance (VPC) Compliance Scanning up to 256 256 IP's
<256 IP's IP'sas described above.

31 Verizon Policy VPCS1024 Provide Verizon Policy N7A $1,366.24 Scan up to N7A Yes Required
Compliance (VPC) Compliance Scanningup to 1,024 IP's
<1,024IP's 1,024 IP'sas described above.

32 | Verizon Policy VPCS2048 Provide Verizon Policy N/A $1,707.91 Scan up to N/A Yes Required
Compliance (VPC) Compliance Scanningup to 2,048 IP's
<2,0481P's 2,048 IP'sas described above.

33 Verizon Policy VPCS3072 Provide Verizon Policy N7A $2,305.82 Scan up to N7A Yes Required
Compliance (VPC) Compliance Scanningup to 3,072 IP's
<3,0721P's 3,072 IP'sas described above.

Verizon Web Application Scanning (VWAS)
Verizon Web Application Scanning (VWAS)isa layeron service to Verizon Vulnerability Management (VVM). VWAS allow organizationsto discover, catalog and scan any and all of an organization’s
web applications. VWAS scans and analyzescustom web applicationsand identifiesvulnerabilitiesthat threaten underlying databasesor bypass application accesscontrols. It utilizesbehavioral and
static analysisto detect malware and monitor web sitesthat can be scheduled on the Verizon Portal with unlimited monthly scans.

VWAS Service isavailable on the Verizon Portal for customer reporting. Customer definesthe Uniform Resource Identifiers (URL) target(s) to enroll into Web Application Scanning subscription portal.
The web application scanning moduleidentifieson vulnerabilitiesvia the Verizon Portal to include these methods:

- Crawl web applications (Intranet, Internet)
- Fully interactive User Interface with flexible workflowsand reporting
- Identify web applications handling of sensitive or secret data

- Customize: black/whitelists, robots.txt, sitemap.xmlandmore

- Supportsthese authentication schemesto include Basic, Digest, HT TP Negotiate, HT ML Form -based, Single Sign On, and Client SSL Certificates
- View reportswith recommended security coding practice and configuration

- Supportsscanning HTML web applicationswith JavaScript and embedded Flash
- Comprehensive detection of custom web application vulnerabilitiesincluding Open Web Application Security Project (OWASP) Top 10 Vulnerabilities
- Differentiatesexploitable fault-injection problemsfrom simple information disclosure - Profilescustom web application behaviors
- Configuresscanning performance with customizable performance level

VWAS Service excludes: Manual application code review and Manual penetration testing.

Verizon provideson-linetraining viainstructor lead net conferencing.

34 | Verizon Web VWASO0001 Provide Verizon Web N/A $170.41 1 URL N/A Yes Required
Application Application Scanningfor1
Scanning (VWAS) Uniform Resource ldentifier
1 URL (URL) as described above.

35 Verizon Web VWASO0005 Provide Verizon Web N/A $298.53 5 URL's N/A Yes Required
Application Application Scanningupto 5
Scanning (VWAS) Uniform Resource Identifier
<5URL's (URL) as described above.

36 Verizon Web VWASO0010 Provide Verizon Web N/A $426.66 10 URL's N/A Yes Required
Application Application Scanningup to 10
Scanning (VWAS) Uniform Resource ldentifier
<10URL's (URL) as described above.
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7.2.4.2 Security Information and Event Management (SIEM)
37 Verizon Web VWASO0025 Provide Verizon Web N/A $853.73 25 URL's N/A Yes Required
Application Application Scanningup to 25
Scanning (VWAS) Uniform Resource ldentifier
<25URL's (URL) as described above.
38 Verizon Web VWASO0050 Provide Verizon Web N7A $1,494.37 50 URL's N7A Yes Required
Application Application Scanningup to 50
Scanning (VWAS) Uniform Resource Identifier
<50URL's (URL) as described above.
39 Verizon Web VWAS0100 Provide Verizon Web N/A $2,562.07 100 URL's N/A Yes Required
Application Application Scanningup to 100
Scanning (VWAS) Uniform Resource ldentifier
<100 URL's (URL) as described above.
Pre-Implementation:
40 Network Security NTSCO0001 Pre-implementation site survey Site Survey — $153.00 $0.00 Per Hour $0.00 Yes Required
Consultant| and networksecurity design. Facility site
Providesbasic consulting skills | survey required
to include planning, standards for successful
based data protection design and
assessments, design, implementation.
integration, development, Network
configurationfor non-complex Security —
pre-implementation activities. Consulting for
Only to be sold in conjunction planning,
with the support of services standards
specifically listedin Category 7. | based data
protection
assessments,
design,
integration,

development,
configuration
Services
supporting
network
security.
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State of California Verizon IFB STPD 12-001-B
Statewide Technology Procurement Division SOW Catalog B
7.2.4.2 Security Information and Event Management (SIEM)
41 Network Security NTSC0002 Pre-implementation site survey Site Survey — $200.00 $0.00 Per Hour $0.00 Yes Required
Consultant |l and networksecurity design. Facility site
Providesadvanced consulting survey required
skills to include planning, for successful
standards based data protection | design and
assessments, design, implementation.
integration, development, Network
configurationfor non-complex Security —
pre-implementation activities. Consulting for
Only to be sold in conjunction planning,
with the support of services standards
specifically listedin Category 7. | based data
protection
assessments,
design,
integration,
development,
configuration
Services
supporting
network
security.
42 Senior Network NTSS0000 Pre-implementation site survey Site Survey — $245.00 $0.00 Per Hour $0.00 Yes Required
Security Consultant and networksecurity design. Facility site
Providesadvanced consulting survey required
skills across multipledisciplines | forsuccessful
Conductsassessments and design and
design forcomplexinstallations | implementaton.
involving multiple technologies. Network
Providesadvanced consulting Security —
skills to include planning, Consulting for
standards based data protection | planning,
assessments, design, standards
integration, development, based data
configurationforcomplex pre- protection
implementation activities assessments,
involving multiple technologies. | design,
Onlyto be sold in conjunction integration,

with the support of services
specifically listedin Category 7.

development,
configuration
Services
supporting
network
security.
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State of California Verizon IFB STPD 12-001-B
Statewide Technology Procurement Division SOW Catalog B
7.2.4.2 Security Information and Event Management (SIEM)
43 Principal Network NSPAO0000 Pre-implementation site survey Site Survey — $295.00 $0.00 Per Hour $0.00 Yes Required
Security Architect and networksecurity design. Facility site
Provideshighly advanced survey required
consulting skillsacross multiple | forsuccessful
disciplines. Conducts design and
assessments and design for implementation.
complexinstallationsinvolving Network
multipletechnologies. Provides | Security —
advanced consulting skillsto Consulting for
include planning, standards planning,
based data protection standards
assessments, design, based data
integration, development, protection
configurationforcomplex pre- assessments,
implementation activities design,
involving multiple technologies. integration,

Onlyto be sold in conjunction
with the support of services
specifically listedin Category 7.

development,
configuration
Services
supporting
network
security.
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Statewide Technology Procurement Division

Verizon

IFB STPD 12-001-B
SOW Catalog B

7.2.4.2 Security Information and Event Management (SIEM)

Implementation:

44 Network Security
Consultant|
(normal business
hours, Mon-Fri,
8am5pm)

NSCNOOO1

Implementation networksecurity
consultant performsbasic on-
site installation, assessments
and tests interoperability with
otherproducts. During normal
business hours, Mon — Fri 8am
—-5pm.

Only to be sold in conjunction
with the support of services
specifically listedin Category 7.

Implementation
professional
service
combinesa
well-trained,
well-equipped
integration
team with a
highly skilled
support
organizationto
seamlessly
install, provide
network
integration and
performs
recurring
standards
based
assessments to
the customer
environment.
VZ engineers
have extensive
experience with
numerous
technologies,
environments,
product
interoperability
testing and
manufacturers’
equipment to
perform
installation
activities.

$153.00

$0.00

Per Hour

$0.00

Yes

Required
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State of California

Statewide Technology Procurement Division

Verizon

IFB STPD 12-001-B
SOW Catalog B

7.2.4.2 Security Information and Event Management (SIEM)

5

Network Security
Consultant|
(outside normal
business hours,
Sat/Sun)

NSCO0001

Implementation network security
consultant performsbasic on-
site installation, assessments
and tests interoperability with
otherproducts. During outside
of normal businesshours, Sat,
Sun & Holidays. Only to be sold
in conjunctionwith the support
of services specifically listed in
Category 7.

Implementation
professional
service
combinesa
well-trained,
well-equipped
integration
team with a
highly skilled
support
organizationto
seamlessly
install, provide
network
integration and
performs
recurring
standards
based
assessments to
the customer
environment.
VZ engineers
have extensive
experience with
numerous
technologies,
environments,
product
interoperability
testing and
manufacturers’
equipmentto
perform
installation
activities.

$229.00

$0.00

Per Hour

$0.00

Yes

Required
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Statewide Technology Procurement Division

Verizon

IFB STPD 12-001-B
SOW Catalog B

7.2.4.2 Security Information and Event Management (SIEM)

76

Network Security
Consultant |l
(normal business
hours, Mon-Fri,
8am5pm)

NSCNO0002

Implementation network security
consultant performsadvanced
on-site installation, assessments
and tests interoperability with
otherproducts. During normal
business hours, Mon — Fri, 8am
—-5pm.

Onlyto be sold in conjunction
with the support of services
specifically listedin Category 7.

Implementation
professional
service
combinesa
well-trained,
well-equipped
integration
team with a
highly skilled
support
organizationto
seamlessly
install, provide
network
integration and
performs
recurring
standards
based
assessments to
the customer
environment.
VZ engineers
have extensive
experience with
numerous
technologies,
environments,
product
interoperability
testing and
manufacturers’
equipmentto
perform
installation
activities.

$200.00

$0.00

Per Hour

$0.00

Yes

Required
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State of California

Statewide Technology Procurement Division

Verizon

IFB STPD 12-001-B
SOW Catalog B

7.2.4.2 Security Information and Event Management (SIEM)

47

Network Security
Consultant |l
(outside normal
business hours,
Sat/Sun)

NSCO0002

Implementation network security
consultant performsadvanced
on-site installation, assessments
and tests interoperability with
otherproducts. During outside
of normal businesshours, Sat,
Sun

& Holidays. Onlyto be soldin
conjunction withthe support of
services specifically listed in
Category 7.

Implementation
professional
service
combinesa
well-trained,
well-equipped
integration
team with a
highly skilled
support
organizationto
seamlessly
install, provide
network
integration and
performs
recurring
standards
based
assessments to
the customer
environment.
VZ engineers
have extensive
experience with
numerous
technologies,
environments,
product
interoperability
testing and
manufacturers’
equipmentto
perform
installation
activities.

$305.00

$0.00

Per Hour

$0.00

Yes

Required
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48 Network Security NSPNO0O1 Network Security Project $153.00 $0.00 Per Hour $0.00 Yes Required
Project Manager implementation project manager | management
(normal business coordinatesprojectresources forcomplex
hours, Mon-Fri, including customer staff and network
8am5pm) otherVZresources. The project | security
manager definesthe project solutions.
responsibility assignments. Project
During normal businesshours, Management
Mon - Fri 8am —5pm. Onlyto includesthe
be sold in conjunctionwith the statement of
support of services specifically work, master

listed in Category 7.

schedule and
site schedules,
project
acceptance
criteria, and
otherkey
deliverables
that supportthe
customer
overall plan.
VZ project
managers
define the
project
responsibility
assignmentsfor
successful
project
implementation.

Category 7 — Network Based Managed Security

Updated 05/11/18

Page 19 of 20




State of California Verizon IFB STPD 12-001-B
Statewide Technology Procurement Division SOW Catalog B
7.2.4.2 Security Information and Event Management (SIEM)
49 Network Security NSPO0001 Network Security Project $229.00 $0.00 Per Hour $0.00 Yes Required
Project Manager implementation project manager | management
(outside normal coordinatesprojectresources forcomplex
business hours, including customer staff and network
Sat/Sun) otherVZresources. The project | security
manager definesthe project solutions.
responsibility assignments. Project
During outside of normal Management
business hours, Sat, Sun and includesthe
Holidays. Onlyto be sold in statement of
conjunction withthe support of work, master
services specifically listed in schedule and
Category 7. site schedules,
project
acceptance
criteria, and
otherkey
deliverables
that supportthe
customer
overall plan.
VZ project
managers
define the
project
responsibility
assignmentsfor
successful
project
implementation.
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